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Special Edition for SCAMS AWARENESS MONTH

May is Scams awareness month and at NWCAB we are working with our partners

in the Warwickshire CEP to raise awareness.

Phishing — Do you know what it is?

Phishing is an internet scam whereby individuals/ groups send out
legitimate looking emails with the intention of stealing people’s personal
and/or financial information.

These emails are so common nowadays that it is easy to fall into the trap
of the scam, even the CAB are not immune to this!

How can you spot a suspect email?

e The sender’s email or web address is different to the genuine
organisations address

¢ The emalil is sent form a completely different address or free web mail
address

¢ The email does not use your proper name, but uses a non-specific
greeting such as ‘dear customer’

¢ The emalil threatens that unless you act immediately your account may
be closed

e You’re asked for personal information, such as your username,
password or bank details
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How do you SDOt a scam victim? £ 7 SOUNDS TOO GOOD TOBE TRUE

Millions of people are targeted each year in scams. Those who fall
victim to them can end up on a ‘suckers list’ circulated throughout the
fraudster’s network. How would you know if someone you know has
fallen victim to repeat scams?

Look out for some of the following telltale signs:

e Islots of junk mail received — often hundreds of letters each
week.

e Isthere lots of cheap looking goods such as jewelry or health
products in the house that they have been conned into buying.

e Are frequent cold calls or phone calls from strangers being
received.

e Isthe person becoming more secretive than they were about
their finances with family or friends. This could be a sign of them
being conned out of savings.

e Any one of us can fall for a scam but it is often the elderly and
vulnerable who are targeted the most.

Scammers cashing in on the

Green Deal

The Green Deal is a national scheme
which allows you to get energy
efficiency improvements to your
property without having to pay up front.

e 7 out of 10 consumer queries to
Citizens Advice about the Green
Deal are about scams.

e Problems reported to Citizens
Advice show people are losing up to
£500 after paying a fee for an
assessment that never goes ahead.

10 Top Tips

e If it sounds too good to be true, it
probably is.

e If you haven’t bought a ticket — you
can’'t win it.

e You shouldn’t have to pay anything
to get a prize.

e Ifin doubt, don't reply. Bin it, delete
it or hang up.

e Persuasive sales patter? Just say:
"No, thank you".

e Contacted out of the blue — be
suspicious.

e Never give out your bank details
unless you are certain you can trust
the person contacting you.

e Take your time — resist pressure to
make a decision straight away.

e Never send money to someone you
don’t know.

e Walk away from job ads that ask for

money in advance.
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Useful information sources:

www.nwcab.org.uk North Warwickshire CAB’s own website
www.advicequide.org.uk Citizens Advice public information system
www.warwickshire.go.uk/tradingstandards

www.actionfraud.police.uk To report a scam, fraud or internet crime

How to contact us:

Adviceline: 0844 8552322

Admin phone: 01827 712852

Email: admin@nwcab.org.uk

Free phone: At your local community hub (see website for all locations).

Drop in session at the CAB in Atherstone:

Monday 9.30am to 2.00pm
Tuesday 9.30am to 2.00pm
Wednesday 3.30pm to 6.30pm
Thursday Appointments only
Friday 9.30am to 2.00pm

Address: North Warwickshire Citizens Advice Bureau
The Parish Rooms
Welcome Street
Atherstone
CV9 1DU

Watch out for our next issue looking at:

Update on Welfare Reform
Log book loans

Financial Capability

“Stop the Press”
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